
Data Security and Privacy in Emerging Scenarios

Pierangela Samarati
Dipartimento di Informatica

Università degli Studi di Milano
pierangela.samarati@unimi.it

Future Digileaders

Stockholm, Sweden – November 27, 2019

c©SPDP Lab - UNIMI 1/43



ICT ecosystem

• Advancements in the ICT have changed our society

• Infrastructures and services are more powerful, efficient, and

complex

• ICT is the enabling factor for a smart society . . .
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Smart home, smart grid, . . .
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. . . Everything is getting smart
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Smart society
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Smart services and security – Advantages

+++ Better protection mechanisms

+++ Business continuity and disaster recovery

+++ Prevention and response

. . . but . . .
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Smart services and security – Disadvantages

−−− More complexity . . .

. . . weakest link becomes a point of attack

◦ system hacking

◦ improper information leakage

◦ data and process tampering

−−− Explosion of damages and violations

−−− Loss of control over data and processes
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Maybe too smart? – 1
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Maybe too smart? – 2
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Security . . . a complex problem

c©SPDP Lab - UNIMI 10/43



The role of data in a smart environment

=⇒ better governance and intelligent systems
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The most valuable resource - Data
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Impact on data protection and privacy – 1
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Impact on data protection and privacy – 2
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Huge amount of data stored at external providers
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Cloud computing

• The Cloud allows users and organizations to rely on external

providers for storing, processing, and accessing their data

+++ high configurability and economy of scale

+++ data and services are always available

+++ scalable infrastructure for applications

• Users lose control over their own data

−−− new security and privacy problems

• Need solutions to protect data and to securely process them

in the cloud
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Cloud computing: Today

Cloud Service Providers (CSPs) apply security measures in the

services they offer but these measures protect only the perimeter and

storage against outsiders

data owner cloud data owner cloud

functionality implies full trust in the CSP that has full access to the data

protection but limited functionality since the CSP cannot access data
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Cloud computing: Today

Cloud Service Providers (CSPs) apply security measures in the

services they offer but these measures protect only the perimeter and

storage against outsiders

functionality but no protection
(key is with the CSP)

protection but limited functionality
(you cannot access data as you like)

data owner cloud data owner cloud

• functionality implies full trust in the CSP that has full access to the

data (e.g., Google Cloud Storage, iCloud)

• protection but limited functionality since the CSP cannot access

data (e.g., Boxcryptor, SpiderOak)
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Cloud computing: New vision

Solutions that provide protection guarantees giving the data owners

both: full control over their data and cloud functionality over them

data owner cloud

client-side trust boundary: only the behavior of the client should be considered

=⇒ techniques and implementations supporting direct processing

of encrypted data in the cloud

Enforceable Security in the Cloud to Uphold Data Ownership - http://www.escudocloud.eu/

Multi-Owner data Sharing for Analytics and Integration respecting Confidentiality and OWNer control - https://mosaicrown.eu
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Data protection – Base level

c©SPDP Lab - UNIMI 19/43



Data protection – Base level
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Data protection – Regulation

Access and usage control Selective sharing

Governance and regulation
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Data protection – Confidentiality (1)

• Minimize release/exposition

◦ correlation among different data sources

◦ indirect exposure of sensitive information

◦ de-identification 6= anonymization
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Data protection – Confidentiality (2)
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Re-identification with any information

• Any information can be used to re-identify anonymous data

=⇒ ensuring proper privacy protection is a difficult task since the

amount and variety of data collected about individuals is

increased

• Two examples:

◦ AOL

◦ Netflix
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AOL data release – 1

• In 2006, to embrace the vision of an open research community,

AOL (America OnLine) publicly posted to a website 20 million

search queries for 650,000 users of AOL’s search engine

summarizing three months of activity

• AOL suppressed any obviously identifying information such as

AOL username and IP address

• AOL replaced these identifiers with unique identification numbers

(this made searches by the same user linkable)
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AOL data release – 2

• User 4417749:

◦ “numb fingers”, “60 single men”, “dog that urinates on everything”

◦ “hand tremors”, “nicotine effects on the body”, “dry mouth”, and

“bipolar”

◦ “Arnold” (several people with this last name)

◦ “landscapers in Lilburn, Ga”, “homes sold in shadow lake

subdivision Gwinnett county, Georgia”

=⇒ Thelma Arnold, a 62-year-old widow who lives in Lilburn, Ga

• She was re-identified by two New York Times reporters

• She explained in an interview that she has three dogs and that

she searched for medical conditions of some friends
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AOL data release – 3
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AOL data release – 4

What about user 17556639?

• how to kill your wife

• how to kill your wife

• wife killer

• how to kill a wife

• poop

• dead people

• pictures of dead people

• killed people

• dead pictures

• dead pictures

• dead pictures

• murder photo

• steak and cheese

• photo of death

• photo of death

• death

• dead people photos

• photo of dead people

• www.murderdpeople.com

• decapatated photos

• decapatated photos

• car crashes3

• car crashes3

• car crash photo
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Netflix prize data study – 1

• In 2006, Netlix (the world largest online movie rental service),

launched the "Netflix Prize" (a challenge that lasted almost three

years)

◦ Prize of USD 1 million to be awarded to those who could provide a
movie recommendation algorithm that improved Netflix’s algorithm

by 10%

• Netflix provided 100 million records revealing how nearly 500,000

of its users had rated movies from Oct.’98 to Dec.’05

• In each record Netflix disclosed the movie rated, the rating

assigned (1 to 5), and the date of the rating
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Netflix prize data study – 2

• Only a sample (one tenth) of the database was released

• Some ratings were perturbed (but not much to not alter statistics)

• Identifying information (e.g., usernames was removed), but a

unique user identifier was assigned to preserve rating-to-rating

continuity

c©SPDP Lab - UNIMI 29/43



Netflix prize data study – 3

• De-identified Netflix data can be re-identified by linking with

external sources (e.g., user ratings from IMDb users)

◦ Knowing the precise ratings a person has assigned to six obscure

(outside the top 500) movies, an adversary is able to uniquely

identify that person 84% of the time

◦ Knowing approximately when (± 2 weeks) a person has rated six

movies (whether or not obscure), an adversary is able to reidentify
that person in 99% of the cases

◦ Knowing two movies a user has rated, with precise ratings and
rating dates (± 3 days), an adversary is able to reidentify 68% of

the users
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Another example of privacy issue

Movies may reveal your political orientation, religious views, or sexual

orientations (Netflix was sued by a lesbian for breaching her privacy)
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The Target case – 1

• Target is the second-largest discount retailer in the U.S.

• Target assigns every customer a Guest ID number:

◦ tied to credit card, name, email address, . . .

◦ stores history of bought goods and other (bought) information

◦ mining on these data for targeted advertising
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The Target case – 2
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The Target case – 3

• Analysts at Target identified ∼ 25 products that assign each

shopper a pregnancy prediction score

◦ e.g., woman, 23 y.o., buying in March cocoa-butter lotion, a purse
large enough to double as a diaper bag, zinc and magnesium

supplements and a bright blue rug =⇒ 87% due late August

◦ due time in a small window to send coupons timed to very specific
stages of a pregnancy

• Mining data reveals customers’ major life events (e.g., graduating

from college or getting a new job or moving to a new town)

◦ shopping habits became flexible, predictable, and potential gold
mines for retailers

◦ between 2002 (starting of similar campaigns) and 2010 Target’s

revenues grew from USD 44B to USD 67B
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Characterization of Data Protection

Challenges in Cloud Scenarios



Scientific and technical challenges

Three dimensions characterize the problems and challenges
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Security properties
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Access requirements
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Architectures
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Combinations of the dimensions

• Every combination of the different instances of the dimensions

identifies new problems and challenges

• The security properties to be guaranteed can depend on the

access requirements and on the trust assumption on the providers

involved in storage and/or processing of data

• Providers can be:

◦ curious

◦ lazy

◦ malicious
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Data protection in the digital data market

Multi-Owner data Sharing for Analytics and Integration respecting Confidentiality and OWNer control - https://mosaicrown.eu
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Other open issues
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Conclusions

• ICT advancements introduces:

◦ new needs and risks for privacy

◦ new opportunities for protecting privacy

• Lots of opportunities for new open issues to be addressed

. . . towards allowing society to fully benefit from information technology

while enjoying security and privacy
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